
A Benchmark Special REPORT

The Fraud

in the Paperwork
Enterprise Risk by a Thousand Unverified 
Papercuts & Two Newly Named Attacks
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Deep Dive:  
Deadline Deception


What Happened

Nothing forces a payment like a deadline. This $73,940 invoice was 

overdue, with the clock already running. 



In the past, fraud like this was loud and crude, all caps and bad 

grammar, and easy to delete. This one wasn't. AI has dressed the 

classic spray-and-pray in the trappings of everyday business: a 

missed invoice, a personalized CEO approval, and a matching W-9.



Little in the attack gives it away, and that's why only the full payment 

picture can catch it.


Time Period: 


May 13, 2026

Key Tactics

Overdue payment pretext

Executive impersonation + fabricated email thread

Fake invoice + W-9

$73,940
Funds Exposed: 
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The New Spray-and-Pray: 
A Classic Blast, Upgraded by AI


01 02 03

Set the Stage

Fake email account

posing as a legitimate

advisory firm


Borrow the Boss

CEO approval inserted

into a fabricated 

email thread

Back it with Paperwork

Fake invoice + matching 

W-9 reinforce 

the request

Start the Clock

Overdue notice 

demands payment 

before end of day
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As It Landed 

in the Inbox


how it was built

A fabricated email thread 

showing the CEO's approval

A vendor invented for the attack, 

with no real history

A fake invoice and a 

matching W-9

An end-of-day deadline 

layered on top
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Meridian Brands Inc. 


David Kessler · CEO  (impersonated)


Rachel Okafor · Accounts Payable  (the target)



Kettering Strategic Advisors 


"Marcus Vale" · Credit Services Manager


"Julian Reyes" · Executive Coach

the real target

doesn’t exist



What the Eye Clears, 

AI Analysis Catches

ON THE DOCUMENT

What a person can miss
*

04 Kettering Strategic Advisors

Edited bank details

Inconsistent fonts

Hidden underlying text
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 200 South Wacker Drive, Suite 3100

 Chicago, IL 60606

 Invoice 20461190

Meridian Brands Inc., 800 Corporate Ridge 
Parkway, Suite 400, Atlanta, GA 30339

4 7

February 6, 2026

3 3 8 8 2 0 1

HIGH RISK
Trustmi stopped it before the payment was released. 


No single signal proves fraud—the combination does.


in  the  payment

What a document can't show *

First-seen bank account

No prior relationship

Brand-new domain

End-of-day urgency
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About Trustmi
Trustmi is the only Behavioral AI payment security platform that 
empowers IT security and finance teams to prevent socially 
engineered fraud and payment errors before money moves. 


By analyzing behavior across email, financial documents, and workflows, 
Trustmi detects threats like BEC, impersonation, and vendor manipulation: 
the attacks traditional tools and controls miss,

Visit trustmi.ai
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Read last year's benchmark:

Fraud Now Arrives 
"Pre-Approved"

Download now

https://trustmi.ai
https://trustmi.ai/2026-benchmark-payment-security-report/

